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Citywide Risk Assessment - Fiscal Years 2019, 2020, and 2021 

The Institute of Internal Auditors, International Professional Practices Framework (IPPF) 
standards require our office to develop a risk based audit plan by means of a risk 
assessment process. Attached is the Citywide Risk Assessment completed by the City 
Auditor's Office for Fiscal Years 2019, 2020, and 2021. We use the risk assessment to 
compile proposed audit projects included in the Strategic and Audit Plan that is in 
accordance with Resolution 46-10, Section 4, and present to the City Council for approval. 

Earlier this year, our office distributed a redesigned, more comprehensive and control 
centered Risk Assessment Survey Questionnaire to City Department Directors and 
Section Managers. Information from the questionnaires was used in conjunction with 
budget factors, prior audit results, and City management, and City Council input to 
determine a risk score for components included in the audit universe. We used this 
information to develop the risk based audit plan. 

We would like to express our sincere appreciation to City management for the courtesy 
and cooperation extended during the process. If you have any questions or comments 
regarding the assessment, please contact me at 242-3380. 

C: John Szerlag, City Manager 
Dolores Menendez, City Attorney 
Department Director's 
Audit Committee 
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Citywide Risk Assessment FY 2019-2021 
 
Overview 
 
Resolution 46-10, Section 4, requires the City Auditor to submit a risk based Audit Plan 
annually to the City Council for approval. The use of a risk assessment provides a 
methodology by which to prioritize limited audit resources to effectively address areas of 
potential risk for the City and develop a risk based Audit Plan in accordance with Institute 
of Internal Auditing (IIA) standards. 
 
Risk can be defined as: the possibility of an event or condition occurring that will have an 
impact on the ability of an organization to achieve its objectives. The risk assessment 
process provides a systematic approach for rating the impact of a variety of risk factors 
as well as organized way to evaluate exposure to risk. It is the responsibility of the City to 
manage and/or mitigate risk. 
 
A risk factor is an observable or measurable condition that could adversely affect the 
organization. In order to complete the risk based audit plan, we identified certain risk 
factors to analyze City departments and divisions risk.  
 
A risk assessment methodology establishes an objective and transparent process to 
prioritize potential engagements to include in the audit plan. We used information 
compiled from this risk assessment to prepare the Strategic and Audit Plan for Fiscal 
Years (FY)2019, 2020 and 2021. We will present the Audit Plan to City Council for 
approval prior to the end of FY2018. 
 
Objectives 
 
The primary objective of the risk assessment process is to identify and prioritize potential 
audit areas that pose the highest risk and/or potential liability to the City. This prioritization 
assists the City Auditor to assign available audit resources efficiently and methodically to 
achieve maximum benefit to the City. 
 
Methodology 
 
The first step in developing the City’s risk assessment was to define the audit universe by 
breaking down the City into separate departments and divisions within each department. 
We utilized the City’s Adopted Operating Budget, Strategic Plan, and organizational 
charts to define the audit universe. 
 
The next step in creating the risk assessment was to identify and rank major risks 
associated with each of the City’s departments and divisions. To achieve this, we 
developed a Risk Assessment Survey Questionnaire, which measured a variety of risk 
factors. (See Attachment A – Citywide Risk Assessment Survey Questionnaire). 
Department Directors and Section Managers completed the questionnaire that consisted 
of 20 multiple choice questions, that incorporated the following five risk factors. 
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1. Inherent Risk: The risk that an activity would pose if no controls or other mitigating 
factors were in place. 

2. Growth/Change Risk: The risk in place if a department experienced more than 10% 
growth in a year or had several large capital projects scheduled for FY2018 – 2022. 

3. Risk from known or suspected matters of concern from prior audits: The risk from 
items identified or suspected as a result of prior audits. 

4. External Factors Risk: The risk or mitigation of risk due to factors outside of the 
department’s control such as federal or state regulations, licensing requirements 
or interaction with the public. 

5. Control Environment: The attitude and actions of City Management regarding the 
importance of controls within the organization that provides discipline and structure 
for achievement of the primary objectives of the system of internal controls. 

 
These five risk factors were considered in conjunction with departments’ FY2018 adopted 
budgets and other adjustments to determine the Adjusted Risk Score. In order to calculate 
the Adjusted Risk Score, we first rated the answers to each question from the Risk Survey 
Questionnaire on a scale of one to five. Then we calculated a weight for each answer 
using auditor judgement. These weighted answers were also considered in light of 
adopted FY2018 budget expenditures for each department and division to determine the 
Total Weighted Risk Score. In addition, to the risk assessment and budget criteria, we 
analyzed operations and internal controls found to be in place from prior audits. We also 
considered management and City Council input to apply adjustments ranging from -25 to 
175 to calculate the Adjusted Risk Score. (See Attachment B – Citywide Risk Assessment 
FY2019, 2020, and 2021). 
 
The Adjusted Risk Scores were used to develop the audit plan for FY2019, 2020, and 
2021. Details of the entire plan are included in the separate Strategic and Audit Plan. 
(See Attachment C - Proposed Strategic and Audit Plans) 
 
Interpreting Risk Assessment Results 
 
After calculating the Adjusted Risk Score, the universe was sorted from high score to low. 
Assuming a budget of 900 hours per audit, the top 15 Adjusted Risk Scores per 
department and corresponding divisions were incorporated into the 3-year audit plan. 
Total available hours for each year of the plan, as well as standard operations must also 
be considered in the development in the plan.  
 
The departments and divisions with high risk scores merely indicate that the services they 
provide or the functions they are responsible for, are by nature higher risk activities due 
to such factors as having a large amount of expenditures, a high degree of public interest, 
or they have not been subject to audit in over three years, if at all. 
 
A high-risk score does not indicate an area is not being managed effectively, or that it is 
not functioning properly. In general, those areas identified by the assessment as high risk 
may indicate opportunities to address mission critical areas that provide substantial 
support for City internal operations and may benefit through audit services by assisting in 
achieving department and City goals in a more efficient and effective manner. 
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